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Following is an excerpt from the article: 

BLACKOUTS 

In last season's television thriller "24," terrorists used the Internet to penetrate 
control systems at dozens of U.S. nuclear power plants -- and cause one to melt 
down. Hollywood fantasy?  Security experts warn that such an attack is not as 
far-fetched as it might seem. 

The systems used to control the nation's water, power, transportation and 
communication systems are increasingly being connected to corporate networks 
that are in turn connected to the Internet. That makes it easier to control and 
maintain the systems remotely, but also makes the systems vulnerable to 
viruses, worms and other Net-based threats. 

Cyber attacks that successfully penetrate such "supervisory control and data 
acquisition," or Scada, systems appear to be increasing. The British Columbia 
Institute of Technology and the PA Consulting Group in London, which 
documented a handful of such incidents through 2000, have reports of at least 80 
successful attacks world-wide since 2001. "Some just snoop around, some do 
damage," says Eric Byres, who manages the research project. 

In May, the General Accounting Office reported similar findings. Security 
consultants cited in the report said hackers are continuously probing the power 
grid for vulnerabilities; in some cases, intruders gained access to utilities' control 
systems and affected operations, though not causing serious damage. 

The vulnerability of vital networks was highlighted by the Northeast blackout of 
2003. Though not caused by a cyber attack, the incident was exacerbated by 
one: The "Blaster" worm, which had been released days earlier, clogged 
communications links and hurt operators' ability to stem the cascading blackout. 

Security experts say such power-control systems are unlikely to be the primary 
target of terrorists, who arguably are more interested in spectacular physical 
attacks that generate casualties. But experts are increasingly concerned that 
attacks on critical systems could be used in conjunction with more-violent tactics 
to compound the damage -- for instance, by disabling emergency-response 
systems. 



Some of the vulnerabilities of these control systems can be offset by rigorous 
compliance with standard cyber security practices. Congress is considering 
adding such requirements to the federal energy bill now pending. But many 
security experts say existing Scada systems are obsolete and need to be 
replaced by new sensors with multiple layers of security, including in the 
hardware, the network and the application. 

Perhaps more important, says S. Shankar Sastry, a professor of electrical 
engineering at the University of California, Berkeley, are strategies for "graceful 
degradation," for example by installing several layers of defenses, to ensure that 
vital networks remain at least partly operational during and after a major attack. 
"We should expect in the future for attacks to succeed," Mr. Sastry says. "The 
question is: How do you keep the infrastructure from completely falling apart?" 

 

 

 

 

 

 


