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Duke Energy Corp. faces a record $10 million fine from federal authorities for serious 

and pervasive violations of rules designed to keep the nation’s electric system safe 

from physical and cyberattacks, according to people familiar with the matter. 

Some violations lasted for years; others apparently are continuing, according to the 

people and newly released documents in a federal regulatory filing. 

Investigators have referred the proposed penalty and a settlement agreement with 

Duke to the Federal Energy Regulatory Commission for approval, according to the 

filing by the North American Electric Reliability Corp., the organization that since 1967 

has been responsible for keeping the U.S. electric grid safe. The proposed fine is a 

fraction of the maximum allowed by law. 

The filing refers to Duke only as an “unidentified registered entity,” upholding the 

practice in recent years of shielding offenders from public exposure. 

Duke, based in Charlotte, N.C., is a giant utility that operates gas and electric utilities 

in seven states and owns nuclear power plants and gas-transmission lines. It 

committed 127 violations of safety rules, federal investigators said, which “posed a 

serious risk to the security and reliability” of the eastern interconnection, the web of 

electric utilities east of the Rocky Mountains that furnishes electricity to most 

Americans. 

The filing didn’t say whether hackers gained access to Duke’s systems, but for six 

months a “configuration error” meant that system engineers weren’t alerted about 

some types of attempted hacks, the documents show. 

A Duke spokesman said the utility, “per standard policy, does not comment on 

enforcement filings.” 

The revelation of the extensive cybersecurity breakdown at a major utility comes as 

federal authorities are increasingly vocal about efforts by foreign actors, including 

those in Russia, to hack into U.S. utilities. In hearings this week before the Senate 



Intelligence Committee, the nation’s intelligence chiefs warned that Russians now 

have the technical means to disrupt electrical service in the U.S. 

An investigation by The Wall Street Journal, published last month, showed how 

Russian hackers used the unprotected computer systems of small vendors hired by 

utilities in an attempt to break through the controls of the larger companies. But 

Duke’s systems, unlike those of small vendors, were presumed to be highly protected. 

The case is especially striking because Duke is one of the nation’s biggest and best-

re-sourced utilities with more than $138 billion in assets and 29,000 employees. As 

such, its security program should have been top notch, industry experts say. 

Many of Duke’s violations involved “repeated failures to implement physical and cyber 

security protections,” according to NERC, the agency that referred the case to FERC. 

The reliability organization added that Duke’s management “passively accepted” 

many shortcomings that employees reported and allowed “problems to continue for 

over five years.” 

NERC said it doesn’t comment on enforcement cases. 

 
 


